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VERIFICATION OF MOBILE DEVICE
INTEGRITY DURING ACTIVATION

CROSS-REFERENCE TO RELATED
APPLICATIONS

None.

STATEMENT REGARDING FEDERALLY
SPONSORED RESEARCH OR DEVELOPMENT

Not applicable.

REFERENCE TO A MICROFICHE APPENDIX

Not applicable.

BACKGROUND

Mobile telephones are electronic devices that are used for
mobile voice and/or data communications based on wireless
network connectivity, which can be provided by base stations
known as cell towers or sites. Such electronic devices may be
associated with an electronic serial number (ESN), a stock
keeping unit (SKU) number, and other identifying informa-
tion. Mobile telephones and similar electronic/communica-
tions devices may be packaged with operating manuals,
warning documents, charging devices, and other accessories
in a point-of-sale package suitable for distributing to end
users. A plurality of point-of-sale packages, each containing
an electronic device, may be shipped together to a retail store
or business location. Electronic devices may be configured
prior to shipping with unique packaging, hardware and soft-
ware branding, features and functionality.

SUMMARY

In an embodiment, a mobile communication device is dis-
closed. The mobile communication device comprises a pro-
cessor and a memory. The memory comprises a permissive
portion, comprising an open mobile alliance (OMA) device
management (DM) client application to provision the mobile
communication device based on a state of a toggle key. The
memory further comprises a trusted security zone portion,
comprising the toggle key, wherein the toggle key controls
whether or not the profile of the device is allowed to be
provisioned into the device, wherein configurations of a net-
work or an operating system associated with the network are
provisioned during the profile provisioning. The trusted secu-
rity zone portion further comprises a verification application,
when executed by a trusted security zone portion of the pro-
cessor examines an integrity of a preloaded open mobile
alliance (OMA) device management (DM) payload, wherein
a security key in the OMA DM payload is compared with a
security key stored in the trusted security zone to determine
the integrity of the OMA DM payload and to determine the
state of a preloaded first operating system from a first net-
work. The verification application further verifies the identi-
fication of the mobile communication device, transmits infor-
mation comprising the security key in the trusted security
zone 1o a server to verify network provisioning of the mobile
communication device, and changes the toggle key based on
the verification results, whereby asset migration between net-
work carriers is achieved and unauthorized activities are
avoided while security keys are kept confidential to individual
carriers.
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2

In an embodiment, a method of provisioning a mobile
communication device during initial activation is disclosed.
The method comprises verifying the identification of the
mobile communication device by the mobile communication
device, and transmitting information comprising a security
key copied from a trusted security zone of a memory of the
mobile communication device and an equipment serial num-
ber to a server with a server trusted security zone to verify
network provisioning and identification of the mobile com-
munication device. The method further comprises when the
mobile communication device is determined by the server to
be free from unauthorized provisioning, provisioning the
mobile communication device by an OMA DM client appli-
cation on the mobile communication device. The method
further comprises when the mobile communication device is
determined by the server to have been provisioned by an
unauthorized source, preventing the mobile communication
device from being activated, whereby unauthorized devices
are prevented from utilizing a network.

In an embodiment, a method of provisioning a mobile
communication device triggered by initial activation with a
mobile device activation server with a server trusted security
zone is disclosed. The method comprises verifying the iden-
tification of the mobile communication device by the mobile
communication device, and transmitting information com-
prising a security key stored in a trusted security zone of a
memory of the mobile communication device and an equip-
ment serial number to the mobile device activation server. The
method further comprises forwarding, by the mobile device
activation server, the security key and the equipment serial
number to a server at a communications service provider to
verify network provisioning and identification of the mobile
communication device respectively. The method further com-
prises when the mobile communication device is determined
to be eligible for provisioning by the mobile device activation
server, transmitting, by the mobile device activation server,
provisioning information to the mobile communication
device. The method further comprises when the mobile com-
munication device is determined to be ineligible for provi-
sioning by the mobile device activation server, provisioning,
by the mobile device activation server, limited network access
to the mobile communication device compared to network
access privilege provisioned to mobile communication
devices that are eligible for provisioning by the mobile device
activation server, whereby secure and efficient access to a
network of the mobile device activation server is promoted.

These and other features will be more clearly understood
from the following detailed description taken in conjunction
with the accompanying drawings and claims.

BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of the present disclo-
sure, reference is now made to the following brief description,
taken in connection with the accompanying drawings and
detailed description, wherein like reference numerals repre-
sent like parts.

FIG.1is an illustration of a communication system accord-
ing to an embodiment of the disclosure.

FIG. 2 is a flow chart illustrating a method according to an
embodiment of the disclosure.

FIG. 3 isa flow chart illustrating another method according
to an embodiment of the disclosure.

FIG. 4 is an illustration of a mobile communication device
according to an embodiment of the disclosure.

FIG. 5 is a block diagram of a mobile communication
device according to an embodiment of the disclosure.
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FIG. 6A is a block diagram of a software architecture of a
mobile communication device according to an embodiment
of the disclosure.

FIG. 6B is ablock diagram of another software architecture
of'a mobile communication device according to an embodi-
ment of the disclosure.

FIG. 7 is a block diagram of a computer system according
to an embodiment of the disclosure.

DETAILED DESCRIPTION

It should be understood at the outset that although illustra-
tive implementations of one or more embodiments are illus-
trated below, the disclosed systems and methods may be
implemented using any number of techniques, whether cur-
rently known or not yet in existence. The disclosure should in
no way be limited to the illustrative implementations, draw-
ings, and techniques illustrated below, but may be modified
within the scope of the appended claims along with their full
scope of equivalents.

Problems may be caused by mobile communication
devices that obtain privileged control—for example to
deceive a network. The problems may result from mobile
communication devices that are rooted. Rooting may be per-
formed with the goal of overcoming limitations that network
carriers or hardware manufacturers set on the mobile com-
munication devices. For example, rooting may be done to
unlock a phone (e.g., change restrictions on the phone to
enable it to activate on a network operated by a different
wireless service provider than the service provider who sub-
sidized the user’s phone purchase). The result of rooting may
be the ability to alter or replace system applications and
settings, run specialized applications that require administra-
tor-level permissions, or perform other operations that are
otherwise inaccessible to a normal user of the mobile com-
munication device. Rooting may also facilitate removal and
replacement of the device’s operating system. Additionally,
rooting may enable a mobile communication device to
deceive a network that the mobile communication device is
not supposed to be supported by. For example, if a mobile
communication device was obtained from a first network with
a subsidy and is later rooted and activated on a second net-
work, the user of the mobile communication device may stop
paying service fees to the first network when the mobile
communication device is not receiving services from the first
network carrier. A mobile communication device may be
considered “stolen” from the first network carrier when the
mobile communication device whose purchase was subsi-
dized moves to other networks for service before completion
of a contract period. The mobile communication device may
deceive to “steal” services from the second network carrier
while the mobile communication device is not supposed to be
supported by the second network carrier.

The present disclosure teaches a system and method for
verifying a mobile communication device before initially
provisioning the device. For example, a verification applica-
tion on a mobile communication device may perform a device
verification process on the mobile communication device
comprising a variety of functions to verify whether or not the
mobile communication device is free from unauthorized
manipulation, for example unauthorized provisioning. The
device verification may comprise verifying integrity of a pre-
loaded open mobile alliance (OMA) device management
(DM) payload, verifying the identity of the mobile device,
verifying network provisioning on the mobile device with a
server from a wireless communications service provider, or
another type of device verification functionality. Under dif-
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ferent circumstances, the verification application may per-
form different functions, for example during initial activation
of the mobile communication device, when the mobile com-
munication device migrating from one network to another
network, or under some other circumstance.

At the time of initial activation, the verification application
may examine the identification of the mobile device to verify
the mobile device is what the mobile device indicates to the
network that it is, for example by examining an equipment
identifier or an equipment identification number ofthe mobile
communication device (e.g., an international mobile station
equipment identity or IMEI) with predefined rules. The veri-
fication application may examine a preloaded OMA DM
payload on the mobile device, if any, with predefined
method(s). For example, the size of an OMA DM payload
may be calculated and compared to a size value included in
the OMA DM payload. When the two sizes match, the OMA
DM payload may be determined by the verification applica-
tion to be free from unauthorized manipulation; otherwise,
the OMA DM payload may be determined to have been
manipulated by unauthorized source(s) or otherwise unautho-
rized (e.g., possibly the payload has been garbled in transit).
A cyclic redundancy check (CRC) calculation may be per-
formed by the verification application over an OMA DM
payload and then compared to an authoritative CRC value.
When the CRC value calculated from the OMA DM payload
matches the authoritative CRC value, the OMA DM payload
may be determined by the verification application to be free
from unauthorized manipulation; otherwise, the OMA DM
payload may be determined to have been manipulated by
unauthorized source(s) or may otherwise be deemed unau-
thorized. The format of the OMA DM payload may be com-
pared by the verification application to a predefined payload
format. When both formats match, the OMA DM payload
may be determined to be free from unauthorized manipula-
tion; otherwise, the OMA DM payload may be determined to
have been manipulated by unauthorized source(s) or may
otherwise be deemed unauthorized.

Additionally, the verification application may transmit a
security key stored in a trusted security zone portion of a
memory on the mobile communication device, an equipment
identification number, or other relevant information to a
server for verification. The server may be installed with a
server trusted security zone. The mobile device may perform
its initial activation with a server from a wireless communi-
cations service provider or with a mobile device activation
server, for example a third party server not maintained by a
wireless communications service provider. A wireless com-
munications service provider may be referred to as a network
carrier herein. The server maintained by the network carrier
may verify the identification of the mobile communication
device and whether or not the mobile communication device
is free from unauthorized provisioning. For example, the
server may identify the type of the mobile communication
device and/or what network the mobile communication
device may be on by examining the security key. The server
may determine which specific device the mobile communi-
cation device is by examining the equipment identification
number.

The third party server may be from an organization, for
example an enterprise, which is not a wireless communica-
tions service provider. The third party server may forward the
received security key, the equipment identification number, or
other relevant information to a server maintained by a net-
work carrier that supports the mobile communication device
orto a server from a common platform. The server may verify
the identification of the mobile communication device and
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whether or not the mobile communication device is free from
unauthorized provisioning. For example, the server may iden-
tify the type of the mobile communication device and/or what
network the mobile communication device may be on by
examining the security key. The server may determine which
specific device the mobile communication device is by exam-
ining the equipment identification number.

A notification comprising a verification result may be
transmitted to the mobile communication device when the
server that verifies the mobile communication device com-
pletes the part of verification on the server side. A toggle key
may be stored in the trusted security zone of the mobile
communication device and utilized to enable or disable func-
tionality to provision the profile of the mobile communication
device. The profile provisioning of the mobile device may
comprise provisioning the operating system and/or a support-
ing network. The toggle key may be set to a default value to
indicate that the profile of the mobile device may not be
provisioned at the manufacturer. The toggle key may be con-
figured by the verification application under predefined cir-
cumstances, for example at initial activation of the mobile
device, at migration from one network to another network, or
under some other circumstance, after completion of device
verification. For example, when the mobile communication
device is determined to be free from unauthorized provision-
ing and/or manipulation by the verification application, the
toggle key may be set to a first value that enables the profile
provisioning to the mobile communication device; otherwise,
the verification application may set a second value to the
toggle key to disable profile provisioning to the mobile com-
munication device. When the mobile communication device
is determined to be free from unauthorized provisioning and
the toggle key allows profile provisioning to the mobile com-
munication device, provisioning content may be transmitted
to the mobile communication device, and an OMA DM client
application on the mobile communication device may provi-
sion the mobile device with the received provisioning con-
tent.

When a mobile communication device is migrating from
one network to another network, for example from a first
network to a second network, from a cellular network to a
wireless local area network (WLAN), or another type of
migration between networks, the mobile communication
device may also be verified before provisioning, for example
by a server from the second network carrier. The verification
process and provisioning process are similar to the process at
initial activation for the mobile communication device. When
a mobile communication device is determined to be free from
unauthorized provisioning, the mobile communication
device may be provisioned by an OMA DM client application
with provisioning content received from the server. A second
security key may be deposited into a trusted security zone of
the memory on the mobile communication device to corre-
spond to the second network and/or a corresponding second
operating system. The trusted security zone may be described
hereinafter.

Turning now to FIG. 1, a communication system 100 is
described. In an embodiment, the communication system 100
comprises a plurality of mobile communication devices 126
and a server 102. The mobile device 126 may comprise a
processor 108, an operating system 124, and a memory 122.
The memory may comprise a trusted security zone portion
110 and a permissive sector 120. The trusted security zone
110 may comprise a toggle key 112, a plurality of security
keys 114, and a verification application 116. The permissive
sector 120 may comprise an open mobile alliance (OMA)
device management (DM) client application 118 and/or an
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OMA DM payload 130. The mobile device 126 may be con-
figured to use a radio transceiver to establish a wireless com-
munication link with a base transceiver station (BTS) 128,
and the base transceiver station 128 may provide communi-
cations connectivity of the device 126 to a network 106. The
server 102 may be a server maintained by a wireless commu-
nications service provider and may also have access to the
network 106. The network 106 may comprise any combina-
tion of private and public networks. A wireless communica-
tions service provider may also be referred to as a network
carrier herein.

It is understood that the system 100 may comprise any
number of mobile devices 126, any number of base trans-
ceiver stations 128, and any number of servers 102. The
collectivity of base transceiver stations 128 may be said to
comprise a radio access network, in that these base trans-
ceiver stations 128 may provide a radio communication link
to the mobile devices 126 to provide access to the network
106.

The radio transceiver of the mobile communication device
126 may communicate with the base transceiver station 128
using any of a variety of wireless communication protocols
including a code division multiple access (CDMA) wireless
communication protocol, a global system for mobile commu-
nication (GSM) wireless communication protocol, a long-
term evolution (LTE) wireless communication protocol, a
world-wide interoperability for microwave access (WiMAX)
wireless communication protocol, or another wireless com-
munication protocol. The mobile device 126 may be any of a
mobile phone, a personal digital assistant (PDA), a media
player, a laptop computer, a tablet computer, a notebook
computer, or another network/communications capable
device. In an embodiment, the mobile communication device
126 may have other components (not shown) such as a near
field communication (NFC) radio transceiver, a short range
radio transceiver such as a wireless local area network
(WLAN) radio transceiver, or other components.

The toggle key 112 may be stored in the trusted security
zone 110. The toggle key 112 may be utilized to enable or
disable functionality to provision the profile of the mobile
device 126. Provisioning a mobile communication device
126 may be a process where a mobile communication device
126 that is not provisioned for a user account currently asso-
ciated with an active subscription with a service provider (e.g.
a wireless communications service provider) is updated with
data, parameters, and/or software applications, typically for
the first time, associating the mobile communication device
126 with a user account and supplying service to the mobile
communication device 126. The toggle key 112 may be set to
a default value to indicate that the profile of the mobile device
126 may not be provisioned at the manufacturer. The toggle
key 112 may be configured by the verification application 116
under predefined circumstances, for example at initial activa-
tion of the mobile device 126, at migration from one network
to another network, or under another circumstance.

The profile provisioning of the mobile device 126 may
comprise provisioning the operating system 124 and/or a
supporting network. A value of 1 of the toggle key 112 may
disable profile provisioning the mobile device 126 and a value
of 0 of the toggle key 112 may enable the provisioning the
profile of the mobile device 126. For example, when the
toggle key 112 is set to be 1, the operating system 124 and/or
the supporting network of the mobile device 126 may not be
set or changed. For example, the OMA DM client application
118 may examine the value of the toggle key 112 before
provisioning the mobile communication device 126, and the
operating system 124 and/or the supporting network may not
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be set or changed by the OMA DM client application 118
when the toggle key 112 is set to 1. When the toggle key 112
is set to be 0, the operating system 124 and/or the supporting
network of the mobile device 126 may be set or changed.

The toggle key 112 may be configured by the verification
application 116, for example after completion of device veri-
fication. The device verification may comprise verifying
integrity of a preloaded OMA DM payload 130, verifying the
identity of the mobile device 126, and/or verifying network
provisioning on the mobile device 126 with the server 102.
The toggle key 112 may be examined by the OMA DM client
application 118 before the OMA DM client application 118
provisions the mobile device 126. When the toggle key 112
allows the profile of the mobile device 126 to be provisioned,
the OMA DM client application 118 may provision the
mobile device 126 with an operating system or portions of an
operating system and/or a supporting network.

The security key 114 may be stored in the trusted security
zone 110. A plurality of the security keys 114, for example 8,
16,24, or another number of security keys 114, may be stored
in the trusted security zone 110. Each of the security key 114
may correspond to an instance of profile provisioning items,
for example an operating system 124 or a network carrier.
Security keys 114 may be known to different carriers who use
them to access and interact with carrier dedicated sub-trusted-
security-zones. Thus, security keys may be kept confidential
to individual carriers. The security keys 114 may be com-
pared by the verification application 116 against a security
key 114 from the OMA DM payload 130, for example to
determine whether the OMA DM payload 130 is free from
unauthorized provisioning. When any of the security keys
114 matches up with the security key from the OMA DM
payload 130, the OMA DM payload 130 may be determined
to be free from unauthorized provisioning.

The server trusted security zone 104 may be stored in a
memory of the server 102. The server trusted security zone
104 may communicate with the trusted security zone 110 on
the mobile device 126. For example, the trusted security zone
110 may transmit network provisioning information and/or
other information to the server trusted security zone 104. The
server trusted security zone 104 or a trusted application in the
server trusted security zone 104 may examine the network
provisioning information and/or other information from the
mobile device 126 to determine whether the network provi-
sioning of the mobile device 126 is free from unauthorized
sources. For example, the server trusted security zone 104
may identify the type of the mobile device 126 and/or what
network the mobile device 126 may be on by examining the
security key 114. The server trusted security zone 104 may
determine which specific device the mobile device 126 is by
examining the equipment identification number. When the
mobile device 126 is determined to be free from unauthorized
network provisioning, the server trusted security zone 104
may transmit a notification to the server trusted security zone
110 indicating that the mobile device is free from unautho-
rized network provisioning.

The OMA DM client application 118 may be stored in the
permissive sector 120 of the memory 122 on the mobile
device 126. The OMA DM client application 118 may pro-
vision the mobile device 126 under predefined circumstances,
for example, at the time of a hands-free activation (HFA)
device profile reset, at the time of a complete device factory
reset, at the time of a new network device start-up, at the time
of an OMA DM profile change, or under another circum-
stance. The provisioning may comprise profile provisioning
and non-profile provisioning. With profile provisioning, an
operating system, a network, or both may be provisioned to
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the mobile device 126. The profile may comprise information
that promotes conducting wireless communications, for
example a network access identity. The network access iden-
tity may be used to authorize access of the mobile communi-
cation device 126 to the wireless link provided by the base
transceiver station 128 and/or to the network 106.

The profile may further comprise information that may be
used to generate operational run-time parameters for wireless
communication. The information may comprise one or more
lists of wireless communication networks that the mobile
communication device 126 is authorized to attach to, a rule set
for prioritizing among the networks identified in the one or
more lists, and one or more tables of device rules. For
example, the lists of wireless communication networks may
comprise one or more of a PRL, a PLMN list, an OPLMN list,
an EHPLMN list, an HPLMN list, an MSPL table, and an
MLPL table.

PRL stands for a preferred roaming list. PLMN stands for
public land mobile network. The PLMN list may comprise a
list of public land mobile networks and/or other lists, such as
an EHPLMN list or an OPLMN list. OPLMN stands for
operator controlled PLMN. EHPLMN stands for an equiva-
lenthome PLMN. The HPLMN list is a home PLMN file that
may comprise a list of networks or communication systems
identified by mobile country code (MCC). MSPL stands for
MMSS (multi-mode system selection) System Priority List.
MLPL stands for MMSS Location Associated Priority List.

These lists and/or tables may be said to implement, define,
and/or describe a coverage map. In an embodiment, before
the mobile device 126 can be provisioned, the mobile device
126 may be examined to determine whether the mobile device
126 is free from unauthorized or malicious manipulation, for
example whether or not the mobile device 126 has been
rooted.

Rooting may be done to unlock a phone (e.g., change
restrictions on phone to enable it to activate on a network
operated by a different wireless service provider than the
service provider who subsidized the user’s phone purchase).
The result of rooting may be the ability to alter or replace
system applications and settings, run specialized applications
that require administrator-level permissions, or perform other
operations that are otherwise inaccessible to a normal user of
the mobile communication device 126. Rooting may also
facilitate removal and replacement of the device’s operating
system. Additionally, rooting may enable a mobile commu-
nication device 126 to deceive a network that the mobile
communication device 126 is not supposed to be supported
by.
The OMA DM client application 118 may communicate
with the verification application 116 to obtain an examina-
tion/verification result for the mobile device 126. For
example, before provisioning the mobile device 126, the
OMA DM client application 118 may send an inquiry to the
verification application 116 requesting the device verification
result. Alternatively, the verification application 116 may
send a notification to the OMA DM client application 118
indicating the device verification result when the device veri-
fication process is complete.

The OMA DM client application 118 may also examine the
value of the toggle key 112 before provisioning the mobile
communication device 126. For example, a function of the
verification application 116 may be invoked by the OMA DM
client application 118, and the verification application 116
may access the togglekey 112. Or, the verification application
116 may comprise an application programming interface
(API) that resides in the permissive sector 120. The OMA DM
client application 118 may invoke functions ofthe application
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programming interface, and the application programming
interface may communicate with the verification application
116. The verification application 116 may access the toggle
key 112 to examine its value. Alternatively, a portion of the
OMA DM client application 118 may be stored in and/or
executed in the trusted security zone 110. For example, a
verification component or functionality of the OMA DM
client application 118 may access the toggle key 112.

When the value of the toggle key 112 allows the mobile
communication device 126 to be provisioned by the OMA
DM client application 118 and when the mobile device 126 is
determined to be free from unauthorized or malicious
manipulation, the OMA DM client application 118 may pro-
vision the mobile device 126. As discussed earlier, the provi-
sioning may comprise profile provisioning and non-profile
provisioning. The non-profile provisioning may comprise
service provisioning, or another type of provisioning. With
the network provisioning, the mobile device 126 may be
provisioned with network related settings, for example a cat-
egory of network, a quality of network, or another type of
network related settings.

When the mobile device 126 is provisioned with network
provisioning, the mobile device 126 may have the capability
to communicate with the network 106. The service provision-
ing may comprise service settings, application installation, or
another type of service provisioning. When provisioned with
service provisioning, the mobile device 126 may have more
functionality than only communicating with the network 106.
For example, service provisioning may enable games, media
playing, or another type of functionality other than network
ability. When the mobile device 126 is determined to have
been manipulated by unauthorized source(s) (e.g., rooted),
the OMA DM client application 118 may not provision the
mobile device 126. When the mobile device 126 is not pro-
visioned by the OMA DM client application 118, the mobile
device 126 may not have the capability to communicate to the
network 106, or to another mobile device through the network
106.

The verification application 116 may be stored in the
trusted security zone 110. When executed by a trusted secu-
rity portion of the processor 108, the verification application
116 may perform a variety of processes to examine whether
or not the mobile device 126 is free from unauthorized
manipulation. For example, the verification application 116
may perform a verification process for the mobile device 126.
The verification application 116 may communicate with the
OMA DM client application 118 on the mobile device 126
and/or the server trusted security zone 104 on the server 102
during the verification process for the mobile device 126.

The verification application 116 may monitor triggering
events that may trigger the OMA DM client application 118
to provision the mobile device 126. Alternatively, the OMA
DM client application 118 may transmit a notification to the
verification application 116 when a triggering event occurs.
When a triggering event occurs, the verification application
116 may start the verification process to determine whether or
not the mobile device 126 is free from unauthorized manipu-
lation. For example, the verification application 116 may
verify identification of mobile device 126 with predefined
rules. The mobile device 126 may comprise an equipment
identification number, for example an equipment serial num-
ber, an international mobile equipment identity (IMEI), or
another type of identification number.

The verification application 116 may examine the integrity
of a preloaded OMA DM payload 130. For example, when
one security key 114 is stored in the trusted security zone 110,
the verification application 116 may compare the security key
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114 stored in the trusted security zone 110 with a security key
stored in the OMA DM payload 130. When the two security
keys match, the OMA DM payload 130 may be determined to
be free from unauthorized manipulation, for example unau-
thorized provisioning. When more than one security key 114
is stored in the trusted security zone 110, the verification
application 116 may compare the security key stored in the
OMA DM payload 130 with the plurality of security keys 116
stored in the trusted security zone 110. If any of the security
keys 114 from the trusted security zone 110 matches the
security key from the OMA DM payload 130, the OMA DM
payload 130 may be determined to be free from unauthorized
manipulation.

The verification application 116 may communicate with
the server trusted security zone 104 to examine whether or not
the mobile device 126 is free from unauthorized provisioning.
For example, the verification application 116 may transmit
network provisioning information, a security key 114 stored
in the trusted security zone 110, an equipment identification
number, and/or other information to the server trusted secu-
rity zone 104. The equipment identification number may be
an equipment serial number, an international mobile equip-
ment identity (IMEI), or another type of identification num-
ber.

In an embodiment, the server trusted security zone 104
may determine whether or not the mobile device 126 is free
from unauthorized network provisioning with the network
provisioning information, the security key 114 stored in the
trusted security zone 110, the equipment identification num-
ber, and/or the other information transmitted from the verifi-
cation application 116. For example, the server 102 may
identify the type of the mobile device 126 and/or what net-
work the mobile device 126 may be on by examining the
security key 114. The server 102 may determine which spe-
cific device the mobile device 126 is by examining the equip-
ment identification number.

The verification process that the verification application
116 performs may comprise a root detection process. The root
detection process may examine default files, configurations,
or other relevant elements on the mobile device 126. For
example, it may be examined whether or not relevant over-
the-air (OTA) certificates are present on the mobile device
126. When any of the relevant over-the-air certificates are not
found, the mobile device 126 may be determined to have been
provisioned by unauthorized source(s). The configurations
that the root detection process may examine may include
permission settings.

When any of the above steps of the verification process
fails, the mobile device 126 may be determined to have been
provisioned by unauthorized source(s), and the mobile device
126 may not be provisioned to use the network 106. Alterna-
tively, the mobile device 126 may be provided with limited
access to the network 106 and/or may be offered with an
option to register to the network 106 for further action.

The verification application 116 may change the toggle key
112 value based on verification results. For example, if the
mobile device 126 is determined to be free from unauthorized
provisioning, the verification application 116 may set the
toggle key 112 value to indicate that the profile of the mobile
device 126 may be provisioned by the OMA DM client appli-
cation 118. On the other hand, if the mobile device 126 is
determined to have been provisioned by and/or tampered with
by unauthorized source(s), the verification application 116
may set the toggle key 112 value to indicate that the profile of
the mobile device 126 may not be provisioned by the OMA
DM client application 118. When the profile of the mobile
device 126 is not provisioned, the mobile device 126 may
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have limited access to the network 106, for example to make
emergency calls, customer care calls, or another type of ser-
vice. Before provisioning the mobile device 126, the OMA
DM client application 118 may examine the toggle key 112 to
determine whether or not the profile of the mobile device 126
may be provisioned.

The verification application 116 may communicate with
the OMA DM client application 118 to learn and/or deter-
mine whether or not the mobile device 126 is free from
unauthorized manipulation. For example, the verification
application 116 may transmit a notification to the OMA DM
client application 118 when the mobile device 126 is deter-
mined to be free from unauthorized provisioning. The OMA
DM client application 118 may provision the mobile device
126 when the mobile device 126 is determined to be free from
unauthorized provisioning. The verification application 116
may also transmit a notification to the OMA DM client appli-
cation 118 when the mobile device 126 is determined to have
been provisioned by unauthorized source(s). The OMA DM
client application 118 may not provision the mobile device
126 when the mobile device 126 is determined to have been
provisioned by unauthorized source(s).

Under various predefined circumstances, the verification
application 116 may perform different functions, for
example, at initial activation with a wireless communications
service provider that provides cellular communications ser-
vice to the mobile device 126, at initial activation with a third
party server other than a wireless communications service
provider that provides cellular communications service to the
mobile device 126, at migration from one network to another
network, or under another predefined circumstance. The case
of initial activation with a wireless communications service
provider that provides cellular communications service to the
mobile device 126 may be discussed below with reference to
FIG. 2. The case of initial activation with a third party server
other than a wireless communications service provider that
provides cellular communications service to the mobile
device 126 may be discussed below with reference to FIG. 3.
The case of the mobile device 126 migrating from one net-
work to another network may be discussed in the following
section.

When the verification application 116 is executed at migra-
tion of the mobile device 126 from a first network to a second
network, for example from a first network carrier to a second
network carrier, or from a cellular network to a wireless local
area network (WL AN) such as a WiFi network, the verifica-
tion application 116 may perform a verification process com-
prising a variety of functions. For example, the verification
application 116 may examine a preloaded OMA DM payload
130 to verity the integrity of the OMA DM payload 130. For
example, the size of an OMA DM payload 130 may be cal-
culated and compared to a size value included in the OMA
DM payload 130. When the two sizes match, the OMA DM
payload 130 may be determined by the verification applica-
tion 116 to be free from unauthorized manipulation; other-
wise, the OMA DM payload 130 may be determined to have
been manipulated by unauthorized source(s). A cyclic redun-
dancy check (CRC) calculation may be performed by the
verification application 116 over an OMA DM payload 130
and then compared to an authoritative CRC value. When the
CRC wvalue calculated from the OMA DM payload 130
matches the authoritative CRC value, the OMA DM payload
130 may be determined by the verification application 116 to
be free from unauthorized manipulation; otherwise, the OMA
DM payload 130 may be determined to have been manipu-
lated by unauthorized source(s). The format of the OMA DM
payload 130 may be compared by the verification application
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116 to a predefined payload format. When both formats
match, the OMA DM payload 130 may be determined to be
free from unauthorized manipulation; otherwise, the OMA
DM payload 130 may be determined to have been manipu-
lated by unauthorized source(s).

The mobile device 126 may be loaded with a first network
and/or a corresponding first operating system. The verifica-
tion application 116 may examine the state of the first oper-
ating system to determine whether or not the mobile device
126 is intact. The verification application 116 may determine
the identification of the mobile device 126. Additionally, the
verification application 116 may transmit a first security key
114 stored in the trusted security zone 110, an equipment
identification number, and/or other relevant information to
the server 102. The server 102 may determine whether the
mobile device 126 is intact based on the received relevant
information from the verification application 116 and trans-
mit anotification comprising verification results to the mobile
device 126.

When the mobile device 126 passes the verification pro-
cess, the mobile device 126 may be provisioned by the server
102. A second network and/or a corresponding second oper-
ating system may be provisioned to the mobile device 126 as
part of the provisioning process. A second security key may
be transmitted by the server trusted security zone 104 and
stored into the trusted security zone 110 of the mobile device
126 to correspond to the second network and/or the corre-
sponding second operating system. The second security key
may be deposited in a different slot than the first security key
114. Thus, asset migration between network carriers may be
achieved and unauthorized activities may be avoided while
security keys 114 may be kept confidential to individual car-
riers. When a user of a mobile communication device 126
decides to terminate service with the network and the security
key 114 is matched at the network, the mobile communica-
tion device 126 may be removed from a network access
permission list.

A total of a predefined number, for example 8, 16, 24, or
another number of security keys 114 may be deposited in the
trusted security zone 110, to correspond to a plurality of
distinct operating systems, a plurality of distinct networks, or
any combination of the two. Each of the security keys may be
associated with a different sub-section or sub-partition of the
trusted security zone. For further details about multiple
trusted security zones within a trusted security zone, see U.S.
patent application Ser. No. 13/571,348, filed on Aug. 10,
2012, entitled “Systems and Methods for Provisioning and
Using Multiple Trusted Security Zones on an Electronic
Device”, by Stephen J. Bye, et al., which is incorporated by
reference in its entirety.

Turning now to FIG. 2, a method 200 is described. At block
202, the identification of the mobile communication device is
verified by the mobile communication device. The identifi-
cation of the mobile communication device 126 may be veri-
fied by the mobile communication device 126, for example by
examining an equipment identifier or an equipment identifi-
cation number of the mobile communication device (e.g., an
international mobile station equipment identity or IMEI) with
predefined rules. At block 204, information is transmitted
comprising a security key copied from a trusted security zone
of a memory of the mobile communication device and an
equipment serial number of the mobile communication
device to a server with a server trusted security zone to verify
network provisioning and identification of the mobile com-
munication device respectively. For example, information
may be transmitted comprising a security key 114 copied
from the trusted security zone 110 of the memory 122 of the
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mobile communication device 126 and/or an equipment
serial number to the server 102 with the server trusted security
zone 104 to verify network provisioning and identification of
the mobile communication device 126 respectively.

Only one security key 114 may be found in the trusted
security zone 110 at initial activation of the mobile device
126. In an embodiment, an application stored in the server
trusted security zone 104 may be executed by a trusted secu-
rity zone portion of a processor of the server 102. The appli-
cation may compare the security key 114 from the mobile
device 126 with security key(s) stored in a data store of the
server 102. The application may compare the equipment
serial number from the mobile device 126 with equipment
serial numbers stored in the data store. The type of the mobile
device 126 and/or what network the mobile device 126 should
be on, for example the network that subsidized the mobile
device 126, may be determined by the server 102 through
examining the security key 114. Which specific device the
mobile device 126 is may be determined by the server 102
through examining the equipment serial number.

At block 206, it is determined whether or not the mobile
device is free from unauthorized provisioning. When the
result of block 206 is true, which means the mobile device 126
is free from unauthorized provisioning, the method 200 pro-
ceeds to block 208. On the other hand, when the result of
block 206 is false, which means the mobile device 126 has
been rooted, provisioned from unauthorized source(s), or
both, the method 200 proceeds to block 210. At block 208, the
mobile communication device is provisioned by an OMA
DM client application on the mobile communication device.
For example, the mobile device 126 may be provisioned by
the OMA DM client application 118. The OMA DM payload
to provision the mobile device 126 may be transmitted from
the server 102, for example by the OMA DM server applica-
tion 132.

‘When the network for the mobile device 126 is determined
by the server 102, the profile provisioning content may be
determined, for example network provisioning content and/or
a corresponding operating system provisioning content.
Information of a variety of user groups may be stored on the
server 102. For example, an executive group, a technology
group, and a worker group may be different user groups for an
enterprise. Mobile communication devices 126 associated
with distinct groups may be assigned with distinct provision-
ing content, for example distinct application installation, dis-
tinct access right, or other settings. The user group of the
mobile device 126 may be determined by examining the user
group information stored in the memory 122, the security key
114, and/or the equipment identification number of the
mobile device 126. When the provisioning settings are deter-
mined by the server 102, the OMA DM server application 132
on the server 102 may transmit an OMA DM payload to the
mobile device 126 comprising the provisioning settings.
Upon receipt of the OMA DM payload 130, the OMA DM
client application 118 may provision the mobile device 126
with information from the OMA DM payload 138.

At block 210, the mobile communication device is pre-
vented from being activated. For example, when the mobile
communication device 126 is determined to have been pro-
visioned by unauthorized source(s), the mobile communica-
tion device 126 may be prevented from being activated. For
example, the activation process on the mobile communica-
tion device 126 may be disabled. In an embodiment, the
mobile communication device 126 may still be able to make
emergency calls and customer care calls even when the
mobile communication device 126 is not activated. At block
212, unauthorized devices are prevented from utilizing a net-
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work. For example, unauthorized mobile communication
devices 126 may not be activated and thus may be prevented
from utilizing the network 106.

Turning now to FIG. 3, 2 method 300 is described. At block
302, the identification of the mobile communication device
126 is verified by the mobile communication device. At block
304, information is transmitted comprising a security key
stored in a trusted security zone of a memory of the mobile
communication device and an equipment serial number to the
mobile device activation server. For example, when the veri-
fication application 116 is executed at the time of initial
activation of the mobile device 126 to communicate with a
mobile device activation server, for example a third party
server other than the server 102 maintained by the wireless
communications service provider, the verification application
116 may perform a variety of functions similar to functions
performed by the verification application 116 when the initial
activation is performed with the server 102 from the wireless
communications service provider.

The mobile communication device 126 may be supported
by a cellular network maintained by the wireless communi-
cations service provider. The mobile device activation server
may not be a server from the wireless communications ser-
vice provider and instead may be a server from an organiza-
tion, for example an enterprise. The verification application
116 may transmit a security key 114 stored in the trusted
security zone 110, an equipment identification number, and/
or other information to a mobile device activation server. The
mobile device activation server may be installed with a server
trusted security zone.

At block 306, the security key and the equipment serial
number are forwarded by the mobile device activation server
to a server at a communications service provider to verify
network provisioning and identification of the mobile com-
munication device respectively. For example, the mobile
device activation server may communicate with the server
102 to determine whether or not the mobile device 126 is
intact. For example, the mobile device activation server may
forward the received security key 114, the equipment identi-
fication number, and/or the other information received from
the mobile device 126 to the sever 102.

At block 308, it is determined whether or not the mobile
communication device is eligible for provisioning by the
mobile device activation server. For example, the server 102
may determine whether or not the mobile device 126 is intact
and transmit a notification comprising the verification result
to the mobile device activation server. When the mobile
device 126 is determined by the server 102 to be free from
unauthorized provisioning, the mobile device activation
server may further determine whether or not the mobile
device 126 is eligible for the mobile device activation server
to provision. When the result of block 308 is true, which
means the mobile device 126 is eligible to be provisioned by
the mobile device activation server, the method proceeds to
block 310. On the other hand, when the result of block 308 is
false, which means the mobile device 126 is ineligible to be
provisioned by the mobile device activation server, the
method proceeds to block 312.

At block 310, provisioning information is transmitted by
the mobile device activation server to the mobile communi-
cation device. When the mobile device 126 is determined to
be eligible to be provisioned by the mobile device activation
server, the mobile device activation server may determine
provisioning content and transmit the provisioning content to
the mobile device 126, for example through the OMA DM
clientapplication 118, and request the OMA DM client appli-
cation 118 to provision the mobile device 126. Alternatively,
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the server 102 may transmit the provisioning content to the
mobile device 126 through the OMA DM client application
118 and request the OMA DM client application 118 to pro-
vision the mobile device 126.

Alternatively, a common platform may be utilized for this
purpose. For example, a common platform with a platform
trusted security zone may communicate with various com-
munications network providers and third parties for device
integrity verification and asset migration between communi-
cations network providers and third parties. For example,
both the server 102 and the mobile device activation server
may communicate with the platform to determine whether the
mobile device 126 is intact. In an embodiment, a token may be
used by a network carrier to communicate with the common
platform. The token may be a common token for a plurality of
network carriers that operate with the common platform or a
distinct token for an individual network carrier. The platform
may maintain a data store for security keys, equipment iden-
tification numbers, network provisioning information, and/or
other information for various network carriers.

The mobile device activation server may forward the
received security key 114, the equipment identification num-
ber, and/or the other information received from the mobile
device 126 to the platform. The common platform may deter-
mine whether the mobile device 126 is intact and transmit a
notification comprising the verification result to the mobile
device activation server. The common platform may deter-
mine provisioning content for the mobile device 126 and/or
transmit the provisioning content to the mobile device 126,
for example from the OMA DM server application 132 to the
OMA DM client application 118, and request the OMA DM
client application 118 to provision the mobile device 126.
Alternatively, the mobile device activation server may deter-
mine provisioning content for the mobile device 126 and/or
transmit the provisioning content to the mobile device 126,
for example from an OMA DM server application on the
mobile device activation server to the OMA DM client appli-
cation 118, and request the OMA DM client application 118
to provision the mobile device 126.

With the mobile device activation server, a user group for
the mobile device 126 may be determined. User group spe-
cific provisioning content may be transmitted to the mobile
device 126 by the mobile device activation server, the server
102, or the common platform.

At block 312, limited network access is provided by the
mobile device activation server to the mobile communication
device 126 compared to network access privilege provisioned
to mobile communication devices 126 that are eligible for
provisioning by the mobile device activation server. At block
314, secure and efficient access to a network of the mobile
device activation server is promoted. For example, the net-
work of the mobile device activation server may be a third
party network. Secure and efficient access to the network of
the mobile device activation server may be promoted by pro-
visioning limited network access to mobile devices 126 that
are ineligible for provisioning by the mobile device activation
server.

FIG. 4 depicts the mobile device 400, which is operable for
implementing aspects of the present disclosure, but the
present disclosure should not be limited to these implemen-
tations. Though illustrated as a mobile phone, the mobile
device 400 may take various forms including a wireless hand-
set, a pager, a personal digital assistant (PDA), a gaming
device, or a media player. The mobile device 400 includes a
display 402 and a touch-sensitive surface and/or keys 404 for
input by a user. The mobile device 400 may present options
for the user to select, controls for the user to actuate, and/or

20

40

45

55

16

cursors or other indicators for the user to direct. The mobile
device 400 may further accept data entry from the user,
including numbers to dial or various parameter values for
configuring the operation of the handset. The mobile device
400 may further execute one or more software or firmware
applications in response to user commands. These applica-
tions may configure the mobile device 400 to perform various
customized functions in response to user interaction. Addi-
tionally, the mobile device 400 may be programmed and/or
configured over-the-air, for example from a wireless base
station, a wireless access point, or a peer mobile device 400.
The mobile device 400 may execute a web browser applica-
tion which enables the display 402 to show a web page. The
web page may be obtained via wireless communications with
a base transceiver station, a wireless network access node, a
peer mobile device 400 or any other wireless communication
network or system.

FIG. 5 shows a block diagram of the mobile device 400.
While a variety of known components of handsets are
depicted, in an embodiment a subset of the listed components
and/or additional components not listed may be included in
the mobile device 400. The mobile device 400 includes a
digital signal processor (DSP) 502 and a memory 504. As
shown, the mobile device 400 may further include an antenna
and front end unit 506, a radio frequency (RF) transceiver
508, a baseband processing unit 510, a microphone 512, an
earpiece speaker 514, a headset port 516, an input/output
interface 518, a removable memory card 520, a universal
serial bus (USB) port 522, an infrared port 524, a vibrator 526,
a keypad 528, a touch screen liquid crystal display (LCD)
with a touch sensitive surface 530, a touch screen/LCD con-
troller 532, a camera 534, a camera controller 536, and a
global positioning system (GPS) receiver 538. In an embodi-
ment, the mobile device 400 may include another kind of
display that does not provide a touch sensitive screen. In an
embodiment, the DSP 502 may communicate directly with
the memory 504 without passing through the input/output
interface 518. Additionally, in an embodiment, the mobile
device 400 may comprise other peripheral devices that pro-
vide other functionality.

The DSP 502 or some other form of controller or central
processing unit operates to control the various components of
the mobile device 400 in accordance with embedded software
or firmware stored in memory 504 or stored in memory con-
tained within the DSP 502 itself. In addition to the embedded
software or firmware, the DSP 502 may execute other appli-
cations stored in the memory 504 or made available via infor-
mation carrier media such as portable data storage media like
the removable memory card 520 or via wired or wireless
network communications. The application software may
comprise a compiled set of machine-readable instructions
that configure the DSP 502 to provide the desired function-
ality, or the application software may be high-level software
instructions to be processed by an interpreter or compiler to
indirectly configure the DSP 502.

The DSP 502 may communicate with a wireless network
via the analog baseband processing unit 510. In some
embodiments, the communication may provide Internet con-
nectivity, enabling a user to gain access to content on the
Internet and to send and receive e-mail or text messages. The
input/output interface 518 interconnects the DSP 502 and
various memories and interfaces. The memory 504 and the
removable memory card 520 may provide software and data
to configure the operation of the DSP 502. Among the inter-
faces may be the USB port 522 and the infrared port 524. The
USB port 522 may enable the mobile device 400 to function
as a peripheral device to exchange information with a per-
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sonal computer or other computer system. The infrared port
524 and other optional ports such as a Bluetooth® interface or
an I[EEE 802.11 compliant wireless interface may enable the
mobile device 400 to communicate wirelessly with other
nearby handsets and/or wireless base stations.

The keypad 528 couples to the DSP 502 via the input/
output interface 518 to provide one mechanism for the user to
make selections, enter information, and otherwise provide
input to the mobile device 400. Another input mechanism
may be the touch screen LCD 530, which may also display
text and/or graphics to the user. The touch screen LCD con-
troller 532 couples the DSP 502 to the touch screen LCD 530.
The GPS receiver 538 is coupled to the DSP 502 to decode
global positioning system signals, thereby enabling the
mobile device 400 to determine its position.

A trusted security zone provides chipsets with a hardware
root of trust, a secure execution environment for applications,
and secure access to peripherals. A hardware root of trust
means the chipset should only execute programs intended by
the device manufacturer or vendor and resists software and
physical attacks, and therefore remains trusted to provide the
intended level of security. The chipset architecture is
designed to promote a programmable environment that
allows the confidentiality and integrity of assets to be pro-
tected from specific attacks. Trusted security zone capabili-
ties are becoming features in both wireless and fixed hard-
ware architecture designs. Providing the trusted security zone
in the main mobile device chipset and protecting the hardware
root of trust removes the need for separate secure hardware to
authenticate the device or user. To ensure the integrity of the
applications requiring trusted data, such as a mobile financial
services application, the trusted security zone also provides
the secure execution environment where only trusted appli-
cations can operate, safe from attacks. Security is further
promoted by restricting access of non-trusted applications to
peripherals, such as data inputs and data outputs, while a
trusted application is running in the secure execution envi-
ronment. In an embodiment, the trusted security zone may be
conceptualized as hardware assisted security.

A complete trusted execution environment (TEE) may be
implemented through the use of the trusted security zone
hardware and software architecture. The trusted execution
environment is an execution environment that is parallel to
the execution environment of the main mobile device operat-
ing system. The trusted execution environment and/or the
trusted security zone may provide a base layer of functional-
ity and/or utilities for use of applications that may execute in
the trusted security zone. For example, in an embodiment,
trust tokens may be generated by the base layer of function-
ality and/or utilities of the trusted execution environment
and/or trusted security zone for use in trusted end-to-end
communication links to document a continuity of trust of the
communications. Through standardization of application
programming interfaces (APIs), the trusted execution envi-
ronment becomes a place to which scalable deployment of
secure services can be targeted. A device which has a chipset
that has a trusted execution environment on it may exist in a
trusted services environment, where devices in the trusted
services environment are trusted and protected against
attacks. The trusted execution environment can be imple-
mented on mobile phones and tablets as well as extending to
other trusted devices such as personal computers, servers,
sensors, medical devices, point-of-sale terminals, industrial
automation, handheld terminals, automotive, etc.

The trusted security zone is implemented by partitioning
all of the hardware and software resources of the mobile
device into two partitions: a secure partition and a normal
partition. The secure partition may be implemented by a first
physical processor, and the normal partition may be imple-
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mented by a second physical processor. Alternatively, the
secure partition may be implemented by a first virtual proces-
sor, and the normal partition may be implemented by a second
virtual processor. Placing sensitive resources in the secure
partition can protect against possible attacks on those
resources. For example, resources such as trusted software
applications may run in the secure partition and have access to
hardware peripherals such as a touchscreen or a secure loca-
tion in memory. Less secure peripherals such as wireless
radios may be disabled completely while the secure partition
is being accessed, while other peripherals may only be
accessed from the secure partition. While the secure partition
is being accessed through the trusted execution environment,
the main mobile operating system in the normal partition is
suspended, and applications in the normal partition are pre-
vented from accessing the secure peripherals and data. This
prevents corrupted applications or malware applications from
breaking the trust of the device.

The trusted security zone is implemented by partitioning
the hardware and software resources to exist in a secure
subsystem which is not accessible to components outside the
secure subsystem. The trusted security zone is built into the
processor architecture at the time of manufacture through
hardware logic present in the trusted security zone which
enables a perimeter boundary between the secure partition
and the normal partition. The trusted security zone may only
be manipulated by those with the proper credential and, in an
embodiment, may not be added to the chip after it is manu-
factured. Software architecture to support the secure partition
may be provided through a dedicated secure kernel running
trusted applications. Trusted applications are independent
secure applications which can be accessed by normal appli-
cations through an application programming interface in the
trusted execution environment on a chipset that utilizes the
trusted security zone.

In an embodiment, the normal partition applications run on
a first virtual processor, and the secure partition applications
run on a second virtual processor. Both virtual processors
may run on a single physical processor, executing in a time-
sliced fashion, removing the need for a dedicated physical
security processor. Time-sliced execution comprises switch-
ing contexts between the two virtual processors to share pro-
cessor resources based on tightly controlled mechanisms
such as secure software instructions or hardware exceptions.
The context of the currently running virtual processor is
saved, the context of the virtual processor being switched to is
restored, and processing is restarted in the restored virtual
processor. Time-sliced execution protects the trusted security
zone by stopping the execution of the normal partition while
the secure partition is executing.

The two virtual processors context switch via a processor
mode called monitor mode when changing the currently run-
ning virtual processor. The mechanisms by which the proces-
sor can enter monitor mode from the normal partition are
tightly controlled. The entry to monitor mode can be triggered
by software executing a dedicated instruction, the Secure
Monitor Call (SMC) instruction, or by a subset of the hard-
ware exception mechanisms such as hardware interrupts,
which can be configured to cause the processor to switch into
monitor mode. The software that executes within monitor
mode then saves the context of the running virtual processor
and switches to the secure virtual processor.

The trusted security zone runs a separate operating system
that is not accessible to the device users. For security pur-
poses, the trusted security zone is not open to users for install-
ing applications, which means users do not have access to
install applications in the trusted security zone. This prevents
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corrupted applications or malware applications from execut-
ing powerful instructions reserved to the trusted security zone
and thus preserves the trust of the device. The security of the
system is achieved at least in part by partitioning the hardware
and software resources of the mobile phone so they exist in
one of two partitions, the secure partition for the security
subsystem and the normal partition for everything else. Plac-
ing the trusted security zone in the secure partition and
restricting access from the normal partition protects against
software and basic hardware attacks. Hardware logic ensures
that no secure partition resources can be accessed by the
normal partition components or applications. A dedicated
secure partition operating system runs in a virtual processor
separate from the normal partition operating system that like-
wise executes in its own virtual processor. Users may install
applications on the mobile device which may execute in the
normal partition operating system described above. The
trusted security zone runs a separate operating system for the
secure partition that is installed by the mobile device manu-
facturer or vendor, and users are not able to install new appli-
cations in or alter the contents of the trusted security zone.

FIG. 6 A illustrates a software environment 602 that may be
implemented by the DSP 502. The DSP 502 executes oper-
ating system software 604 that provides a platform from
which the rest of the software operates. The operating system
software 604 may provide a variety of drivers for the handset
hardware with standardized interfaces that are accessible to
application software. The operating system software 604 may
be coupled to and interact with application management ser-
vices (AMS) 606 that transfer control between applications
running on the mobile device 400. Also shown in FIG. 6A are
a web browser application 608, a media player application
610, and JAVA applets 612. The web browser application 608
may be executed by the mobile device 400 to browse content
and/or the Internet, for example when the mobile device 400
is coupled to a network via a wireless link. The web browser
application 608 may permit a user to enter information into
forms and select links to retrieve and view web pages. The
media player application 610 may be executed by the mobile
device 400 to play audio or audiovisual media. The JAVA
applets 612 may be executed by the mobile device 400 to
provide a variety of functionality including games, utilities,
and other functionality.

FIG. 6B illustrates an alternative software environment
620 that may be implemented by the DSP 502. The DSP 502
executes operating system kernel (OS kernel) 628 and an
execution runtime 630. The DSP 502 executes applications
622 that may execute in the execution runtime 630 and may
rely upon services provided by the application framework
624. Applications 622 and the application framework 624
may rely upon functionality provided via the libraries 626.

FIG. 7 illustrates a computer system 380 suitable for imple-
menting one or more embodiments disclosed herein. The
computer system 380 includes a processor 382 (which may be
referred to as a central processor unit or CPU) that is in
communication with memory devices including secondary
storage 384, read only memory (ROM) 386, random access
memory (RAM) 388, input/output (I/O) devices 390, and
network connectivity devices 392. The processor 382 may be
implemented as one or more CPU chips.

It is understood that by programming and/or loading
executable instructions onto the computer system 380, at least
one of the CPU 382, the RAM 388, and the ROM 386 are
changed, transforming the computer system 380 in part into a
particular machine or apparatus having the novel functional-
ity taught by the present disclosure. It is fundamental to the
electrical engineering and software engineering arts that
functionality that can be implemented by loading executable
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software into a computer can be converted to a hardware
implementation by well-known design rules. Decisions
between implementing a concept in software versus hardware
typically hinge on considerations of stability of the design
and numbers of units to be produced rather than any issues
involved in translating from the software domain to the hard-
ware domain. Generally, a design that is still subject to fre-
quent change may be preferred to be implemented in soft-
ware, because re-spinning a hardware implementation is
more expensive than re-spinning a software design. Gener-
ally, a design that is stable that will be produced in large
volume may be preferred to be implemented in hardware, for
example in an application specific integrated circuit (ASIC),
because for large production runs the hardware implementa-
tion may be less expensive than the software implementation.
Often a design may be developed and tested in a software
form and later transformed, by well-known design rules, to an
equivalent hardware implementation in an application spe-
cific integrated circuit that hardwires the instructions of the
software. In the same manner as a machine controlled by a
new ASIC is a particular machine or apparatus, likewise a
computer that has been programmed and/or loaded with
executable instructions may be viewed as a particular
machine or apparatus.

The secondary storage 384 is typically comprised of one or
more disk drives or tape drives and is used for non-volatile
storage of data and as an over-flow data storage device if
RAM 388 is not large enough to hold all working data. Sec-
ondary storage 384 may be used to store programs which are
loaded into RAM 388 when such programs are selected for
execution. The ROM 386 is used to store instructions and
perhaps data which are read during program execution. ROM
386 is a non-volatile memory device which typically has a
small memory capacity relative to the larger memory capacity
of secondary storage 384. The RAM 388 is used to store
volatile data and perhaps to store instructions. Access to both
ROM 386 and RAM 388 is typically faster than to secondary
storage 384. The secondary storage 384, the RAM 388, and/
or the ROM 386 may be referred to in some contexts as
computer readable storage media and/or non-transitory com-
puter readable media.

1/0 devices 390 may include printers, video monitors, lig-
uid crystal displays (LCDs), touch screen displays, key-
boards, keypads, switches, dials, mice, track balls, voice rec-
ognizers, card readers, paper tape readers, or other well-
known input devices.

The network connectivity devices 392 may take the form of
modems, modem banks, Ethernet cards, universal serial bus
(USB) interface cards, serial interfaces, token ring cards, fiber
distributed data interface (FDDI) cards, wireless local area
network (WLAN) cards, radio transceiver cards such as code
division multiple access (CDMA), global system for mobile
communications (GSM), long-term evolution (LTE), world-
wide interoperability for microwave access (WiMAX), and/
or other air interface protocol radio transceiver cards, and
other well-known network devices. These network connec-
tivity devices 392 may enable the processor 382 to commu-
nicate with the Internet or one or more intranets. With such a
network connection, it is contemplated that the processor 382
might receive information from the network, or might output
information to the network in the course of performing the
above-described method steps. Such information, which is
often represented as a sequence of instructions to be executed
using processor 382, may be received from and outputted to
the network, for example, in the form of a computer data
signal embodied in a carrier wave.
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Such information, which may include data or instructions
to be executed using processor 382 for example, may be
received from and outputted to the network, for example, in
the form of a computer data baseband signal or signal embod-
ied in a carrier wave. The baseband signal or signal embedded
in the carrier wave, or other types of signals currently used or
hereafter developed, may be generated according to several
methods well known to one skilled in the art. The baseband
signal and/or signal embedded in the carrier wave may be
referred to in some contexts as a transitory signal.

The processor 382 executes instructions, codes, computer
programs, scripts which it accesses from hard disk, floppy
disk, optical disk (these various disk based systems may all be
considered secondary storage 384), ROM 386, RAM 388, or
the network connectivity devices 392. While only one pro-
cessor 382 is shown, multiple processors may be present.
Thus, while instructions may be discussed as executed by a
processor, the instructions may be executed simultaneously,
serially, or otherwise executed by one or multiple processors.
Instructions, codes, computer programs, scripts, and/or data
that may be accessed from the secondary storage 384, for
example, hard drives, floppy disks, optical disks, and/or other
device, the ROM 386, and/or the RAM 388 may be referred to
in some contexts as non-transitory instructions and/or non-
transitory information.

In an embodiment, the computer system 380 may comprise
two or more computers in communication with each other
that collaborate to perform a task. For example, but not by
way of limitation, an application may be partitioned in such a
way as to permit concurrent and/or parallel processing of the
instructions of the application. Alternatively, the data pro-
cessed by the application may be partitioned in such a way as
to permit concurrent and/or parallel processing of different
portions of a data set by the two or more computers. In an
embodiment, virtualization software may be employed by the
computer system 380 to provide the functionality ofa number
of'servers that is not directly bound to the number of comput-
ers in the computer system 380. For example, virtualization
software may provide twenty virtual servers on four physical
computers. In an embodiment, the functionality disclosed
above may be provided by executing the application and/or
applications in a cloud computing environment. Cloud com-
puting may comprise providing computing services via a
network connection using dynamically scalable computing
resources. Cloud computing may be supported, at least in
part, by virtualization software. A cloud computing environ-
ment may be established by an enterprise and/or may be hired
on an as-needed basis from a third party provider. Some cloud
computing environments may comprise cloud computing
resources owned and operated by the enterprise as well as
cloud computing resources hired and/or leased from a third
party provider.

In an embodiment, some or all of the functionality dis-
closed above may be provided as a computer program prod-
uct. The computer program product may comprise one or
more computer readable storage medium having computer
usable program code embodied therein to implement the
functionality disclosed above. The computer program prod-
uct may comprise data structures, executable instructions,
and other computer usable program code. The computer pro-
gram product may be embodied in removable computer stor-
age media and/or non-removable computer storage media.
The removable computer readable storage medium may com-
prise, without limitation, a paper tape, a magnetic tape, mag-
netic disk, an optical disk, a solid state memory chip, for
example analog magnetic tape, compact disk read only
memory (CD-ROM) disks, floppy disks, jump drives, digital
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cards, multimedia cards, and others. The computer program
product may be suitable for loading, by the computer system
380, at least portions of the contents of the computer program
product to the secondary storage 384, to the ROM 386, to the
RAM 388, and/or to other non-volatile memory and volatile
memory of the computer system 380. The processor 382 may
process the executable instructions and/or data structures in
part by directly accessing the computer program product, for
example by reading from a CD-ROM disk inserted into a disk
drive peripheral of the computer system 380. Alternatively,
the processor 382 may process the executable instructions
and/or data structures by remotely accessing the computer
program product, for example by downloading the executable
instructions and/or data structures from a remote server
through the network connectivity devices 392. The computer
program product may comprise instructions that promote the
loading and/or copying of data, data structures, files, and/or
executable instructions to the secondary storage 384, to the
ROM 386, to the RAM 388, and/or to other non-volatile
memory and volatile memory of the computer system 380.

In some contexts, the secondary storage 384, the ROM 386,
and the RAM 388 may be referred to as a non-transitory
computer readable medium or a computer readable storage
media. A dynamic RAM embodiment of the RAM 388, like-
wise, may be referred to as a non-transitory computer read-
able medium in that while the dynamic RAM receives elec-
trical power and is operated in accordance with its design, for
example during a period of time during which the computer
system 380 is turned on and operational, the dynamic RAM
stores information that is written to it. Similarly, the processor
382 may comprise an internal RAM, an internal ROM, a
cache memory, and/or other internal non-transitory storage
blocks, sections, or components that may be referred to in
some contexts as non-transitory computer readable media or
computer readable storage media.

While several embodiments have been provided in the
present disclosure, it should be understood that the disclosed
systems and methods may be embodied in many other spe-
cific forms without departing from the spirit or scope of the
present disclosure. The present examples are to be considered
as illustrative and not restrictive, and the intention is not to be
limited to the details given herein. For example, the various
elements or components may be combined or integrated in
another system or certain features may be omitted or not
implemented.

Also, techniques, systems, subsystems, and methods
described and illustrated in the various embodiments as dis-
crete or separate may be combined or integrated with other
systems, modules, techniques, or methods without departing
from the scope of the present disclosure. Other items shown
or discussed as directly coupled or communicating with each
other may be indirectly coupled or communicating through
some interface, device, or intermediate component, whether
electrically, mechanically, or otherwise. Other examples of
changes, substitutions, and alterations are ascertainable by
one skilled in the art and could be made without departing
from the spirit and scope disclosed herein.

What is claimed is:

1. A mobile communication device, comprising:

a processor; and

a memory, comprising:

a permissive portion, comprising:
an open mobile alliance (OMA) device management

(DM) client application to provision the mobile
communication device based on a state of a toggle
key, and
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a trusted security zone portion, comprising:
the toggle key, wherein the toggle key controls

whether or not the profile of the mobile communi-

cation device is allowed to be provisioned into the

mobile communication device, and wherein con-

figurations of a network or an operating system

associated with the network are provisioned during

the profile provisioning, and

a verification application, when executed by a trusted

security zone portion of the processor:

examines an integrity of a preloaded OMA DM
payload, wherein a security key in the OMA DM
payload is compared with a security key stored in
the trusted security zone to determine the integ-
rity of the OMA DM payload and to determine a
state of a preloaded first operating system from a
first network,

verifies an identification of the mobile communi-
cation device,

transmits information comprising the security key
in the trusted security zone to a server to verify
network provisioning of the mobile communica-
tion device, and

changes the toggle key based on the verification
results;

whereby asset migration between network carriers is

achieved and unauthorized activities are avoided while
security keys are kept confidential to individual carriers.

2. The mobile communication device of claim 1, wherein
when the security key in the OMA DM payload matches to a
security key from a plurality of security keys in the trusted
security zone, the OMA DM payload is determined to be free
from unauthorized provisioning.

3. The mobile communication device of claim 1, wherein
16 key slots are available in the trusted security zone to store
16 keys that can be used to verify the integrity of 16 instances
of networks, 16 operating systems, or any combination of
them.

4. The mobile communication device of claim 1, wherein
the verification application performs a verification process
that comprises a root detection process, and wherein a root
detection process determines whether or not a device has been
provisioned without authorization.

5. The mobile communication device of claim 4, wherein a
triggering event for the verification process is one of a hands-
free activation (HFA) device profile reset, a complete factory
reset, new network start up, or an OMA DM profile change.

6. The mobile communication device of claim 5, wherein
the verification application is monitoring the mobile commu-
nication device for triggering events.

7. The mobile communication device of claim 5, wherein
the OMA DM client application sends a notification to the
verification application when a triggering event occurs.

8. The method of claim 1, wherein a second security key for
a second network is deposited in the trusted security zone if
the mobile communication device is determined to be free
from unauthorized manipulation, wherein the second security
key is associated with a second trust enablement.

9. A method of provisioning a mobile communication
device during initial activation, comprising:

verifying an identification of the mobile communication

device by the mobile communication device;
transmitting information comprising a security key copied
from a trusted security zone of a memory of the mobile
communication device and an equipment serial number
of the mobile communication device to a server with a
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server trusted security zone to verify network provision-
ing and identification of the mobile communication
device;

when the mobile communication device is determined by

the server to be free from unauthorized provisioning,
provisioning the mobile communication device by an
open mobile alliance (OMA) device management (DM)
client application on the mobile communication device;
and

when the mobile communication device is determined by

the server to have been provisioned by an unauthorized
source, preventing the mobile communication device
from being activated;

whereby unauthorized devices are prevented from utilizing

a network.
10. The method of claim 9, wherein if the mobile commu-
nication device is verified to be free from unauthorized pro-
visioning, the mobile communication device is provisioned
with network settings and service settings through the open
mobile alliance (OMA) device management (DM) client
application with content transmitted from the network.
11. The method of claim 9, wherein 16 different networks
can be provisioned to the mobile communication device with
16 distinct security keys, each at a time.
12. The method of claim 9, wherein up to 16 operating
systems can be provisioned to the mobile communication
device with 16 distinct security keys, each at a time.
13. The method of claim 9, wherein when a user of the
mobile communication device decides to terminate service
with the network and the security key is matched at the
network, the mobile communication device is removed from
a network access permission list.
14. The method of claim 9, wherein the mobile communi-
cation device is one of a mobile phone, a personal digital
assistant, a wireless enabled computer, a media player, a
laptop computer, a notebook computer, or a tablet computer.
15. The method of claim 9, wherein the mobile communi-
cation device establishes a wireless communication with a
radio access network according to a code division multiple
access (CDMA) wireless communication protocol, a global
system for mobile communication (GSM) wireless commu-
nication protocol, a long-term evolution (LTE) wireless com-
munication protocol, or a world-wide interoperability for
microwave access (WiMAX) wireless communication proto-
col.
16. A method of provisioning a mobile communication
device triggered by initial activation with a mobile device
activation server with a server trusted security zone, compris-
ing:
verifying an identification of the mobile communication
device by the mobile communication device;

transmitting information comprising a security key stored
in a trusted security zone of a memory of the mobile
communication device and an equipment serial number
to the mobile device activation server;

forwarding, by the mobile device activation server, the

security key and the equipment serial number to a server
at a communications service provider to verify network
provisioning and identification of the mobile communi-
cation device respectively;

when the mobile communication device is determined to

be eligible for provisioning by the mobile device activa-
tion server, transmitting, by the mobile device activation
server, provisioning information to the mobile commu-
nication device; and

when the mobile communication device is determined to

be ineligible for provisioning by the mobile device acti-
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vation server, provisioning, by the mobile device activa-
tion server, limited network access to the mobile com-
munication device compared to network access
privilege provisioned to mobile communication devices
that are eligible for provisioning by the mobile device
activation server;

whereby secure and efficient access to a network of the

mobile device activation server is promoted.

17. The method of claim 16, wherein the mobile device
activation server is a common platform with a platform
trusted security zone that communicates with various com-
munications network providers and third parties for device
integrity verification and asset migration between communi-
cations network providers and third parties.

18. The method of claim 17, wherein a common token is
used by all network carriers to communicate with the com-
mon platform.

19. The method of claim 17, wherein an individual token is
assigned to each network carrier to communicate with the
common platform.

20. The method of claim 16, further comprising when the
mobile communication device is verified to be free from
unauthorized provisioning, provisioning the mobile commu-
nication device with network settings and service settings.

#* #* #* #* #*
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